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Computer wizards hack anything that is online or anything that has a password. Experienced hackers have mastered the art of exploiting system vulnerabilities to gain unauthorized access to cameras, phones, video games, internet sites, and phones (Heubl, 2020). Gaming is increasingly becoming a profession on the internet, an area that has attracted the attention of hackers. Gamers have demonstrated a strong sense of the need to belong through ostracism, nerd masculinity, and guilds. Hackers have limitless curiosity. Their activities usually challenge and threaten online privacy that gives protection in the virtual world. This research seeks to analyze the hacking acts on online games and related variables. 
Problems in Online Gaming
The case study article features a story of a mom whose son’s online gaming identity was stolen by hackers. This is a practical example of classical identity theft. To a hacker, the most valuable possession that they’re after is player’s account. Thus, as in the case, the account of the mom’s child got hacked because the attackers wanted to gain access into the account. Interestingly, most mobile and online gaming sites gather a significant amount of data from their users. Even though in the virtual gaming world people operate as per the identities of their avatars, players still give their real identities to gaming companies (Carter, 2018). It is also critical to note that in scenarios similar to the case study presented in the article, hackers find personal information to be very valuable. Hackers exploit system vulnerabilities to track player’s intimate information such as phone calls, media engagement, and location. To add the icing on the cake, hackers can obtain player’s payment information from their gaming accounts as it is part of the user data that gaming companies demand when players are opening accounts. Thus, as per the case study, the chief problem covered in the article is data theft. The Kaplans were exposed to considerably huge financial and emotional risks as a result of data theft, especially when they were locked out of their gaming account. 
A Brief History of the Issue
As stipulated in the case study, 13-year-old Joseph Kaplan subscribed to an online gaming platform. Due to a password reset issue, he “mysteriously” got locked out of his account and was unable to log in. This was not the first time he was experiencing a data theft related issue; the article mentions that he had severally lost gaming accounts that he had purchased with gift cards (Carter, 2018). While the article doesn’t give the clear motive of the hackers who stole Kaplan’s account, there are two certain things; either the hackers wanted to take control of the account in order to forcefully take the virtual wealth that Kaplan had amassed in his account and/or the attacker wanted to obtain Kaplan’s real world data. This essentially meant that Kaplan was exposed to significant risks both in the virtual and real world. 
A quick history of Kaplan’s online security protocols points out to the fact that he may had an issue with weak authentication, given that on several occasions, he had lost several accounts that he purchased with gift cards. Thus, the most likely guess that could explain why hackers gained accessed to his accounts in the first place was his habit of password reuse. Given that at his age, Kaplan, as an average gamer felt the need to manage accounts for several gaming platforms, it is very possible that his accounts had weak authentication (Carter, 2018). In most cases, each gaming platform always requires an account with its own authentication system. But owing to his age, authentication was probably top amongst his concerns. He could have probably used the same password over and over again, giving the attackers a very easy time in taking over his accounts. 
Length of the Security Issue
The case study categorically mentions that Kaplan had an history of his accounts being stolen. Prior to the hacking of the Xbox account, Kaplan had bought several gaming subscriptions from different gaming platforms. Funny enough, Kaplan always got locked out of his account just like it happened with the Xbox account. Thus, it is logically valid to gainsay the fact that the issue at hand in this regard is weak authentication. Thus, Kaplan faced an issue of weak authentication, a vulnerability that he wasn’t aware of in the first place. This issue came to be discovered through his mum, who noticed unusual emails. She then went ahead and engaged Xbox live support who worked to restore ownership to Kaplan. The other issue that could have caused the data theft is phishing. Reportedly, Kaplan’s mother saw unusual emails sent to Kaplan’s personal email (Carter, 2018). If by any chance Kaplan clicked any of these links, he could have given away his login credentials to the hackers. Luckily, both issues can be resolved. To resolve the issue of phishing, Kaplan should be very careful with the kind of links that he clicks, especially those sent direct to his inbox. Most importantly, he should take the initiative to embrace best password protection practices (Carter, 2018). Through guidance, he should normalize using unique and strong passwords across all of his online gaming platforms to avert a repeat of what led to the loss of his Xbox account. 
 Precaution
The most common risk is that hackers inject a virus to gain access to the individual's account. The injection of the virus leads to the total damage of the various gaming software. The cybercriminals will prefer installing malware and viruses to have full access to their accounts, thus reducing the risk of experiencing injection of viruses from the hackers. Individuals should use strong passwords, and they should not also share their information with other people like this always the individuals to be protected from experiencing cyber snoops. Cyber individuals should always run the gaming security software (Parizi et al., 2019). New gamers should always avoid giving their details about their location and identity to ensure they don’t experience swat from hackers. Cyber individuals should always run the gaming security software. The use of the gaming security software ensures that the hacker cannot use the swatting technique individually, thus protecting the essential information. 
In case there is the absence of exploitation in online gaming, various precautions are carried out to ensure that they don't experience future hacking. Parents should consistently increase their children's awareness in that they will understand how to protect various viruses in the cyber. Parents should always ensure that they have protected the child's identity in that the child should never share their details with strangers. Each individual should ensure they have protected their computer by updating their security software to protect themselves from future hackers (Parizi et al., 2019). From cyber to individuals, they should always have passwords on their account, which will keep the hackers away.  
Other Companies Affected by the Issue
In late 2020, Capcom became one of the Japanese game developing corporation that develops and releases mainstream games such as Resident Evil and Street Fighter. The management reported a security breach on their systems that they shared with the general public. Capcom assured its stakeholders that online gaming services were not affected and it would continue to operate as usual (The Japan Times, 2021). The security concern was not explicitly stated by the corporation. Press information from the company confirmed unusual activity in the servers that affected employees’ emails. However, Capcom affirmed that clients’ user data was not affected. 
Capcom did not confirm the type of data breach they expressed. The gaming industry requires exclusivity and confidentiality in sharing of information within an organization. Unethical hacking to Capcom and other related industries is possible through unauthorized access to the game's source code (The Japan Times, 2021). Then the hackers ask for a price to relinquish the set of instructions used in game development. This is known as ransomware. In other instances, this could involve sharing of users' credentials publicly. 
	The sole purpose of hacking is to obtain a material gain from illicit activities. The U.S. courts recently charged foreign hackers who created in-game purchases that are valuable tokens within a game that are bought with real-world legal tender. The buying and selling of these items are done on the dark web where there is no regulation and is frequented by scoundrels. Regular monitoring of servers and new encryption technology ensures up-to-date security that shuns away unethical hackers. 
Capcom and other corporations in the gaming industry can collaborate in strengthening security in the gaming industry while maintaining a competitive nature in the merchandise that the individual corporations offer (The Japan Times, 2021). Shared information enables Capcom and related firms to identify the loopholes and protect user data from potential attackers.
 Statistics
Today, gaming is one of the attractive industries targeted by cybercriminals.  For example, between November 2017 and March 12, 2019, the industry suffered 12 billion stuffing attacks.   Hackers mainly target the gaming industry to make quick profits (Cisomag, 2019). A report by Akamai Technologies, a cloud delivery network provider, indicates that there are over 55 billion stuffing attacks in all industries.  Additionally, the report reveals that approximately 67% of stuffing attacks in online games target companies based in the US (Cisomag, 2019). Other targeted countries include Russia, China, UK, Japan, Italy, and Australia. The attackers usually search for valid accounts and exceptional skins in the famous online games to hack and later sell them.
According to Cisomag (2019), 82% of teens recruited by online criminals develop hacking skills through video gaming. Almost 1 million accounts that provide internal access to video gaming are up for sale in dark web forums due to their high values.  For example, by 2022 online gaming industry is estimated to generate 200 billion dollars in its revenue. In 2020, Nintendo online gaming industry witnessed hacking attempts due to the leaking of passwords and IDs of 160,000 accounts.  Zynga, famous for “Words with Friends” in 2020, indicated that more than 170 million passwords and usernames were hacked and stolen (Cisomag 2019)    In the same year, attackers exploited the beta version of Valorant by providing a free game generator that included keylogger software. The software could hack the credentials logins of the victims.  Moreover, in April 2020, the giant EA sports experienced DDoS attacks, which forced the company to go offline. The attacks began at around 4.19 pm when customers made complaints about service disruption.

Recommended/Alternative Options
Several recommendations can be utilized to prevent hacking in the online gaming industry. First, gaming companies should use exceptional and strong passwords (Parizi et al., 2019). Additionally, companies should avoid using similar passwords on several websites. Multi-factor authentication while logging into gaming accounts may also prevent hacking cases.  While purchasing gaming accounts, users should not use debit or credit cards and should make purchase limits.
Second, to prevent future security threats, gaming companies should establish an effective data encryption system that requires OpenSSL library support. Notably, this software is divided into three significant functional parts applications, protocol library, and cryptographic algorithms library. Additionally, OpenSSL has robust and comprehensive features like cryptographic algorithms and SSL protocol associated with several applications that provide operations such as usage and demonstration package (Parizi et al., 2019). Third, companies should implement more advanced identification technology. 
The authentication operations may be distributed to different servers and then integrated into the judgment results. For example, cryptographic techniques allow T entities while sharing passwords, and more entities can develop complete passwords. Lastly, companies should use high-performance servers (Parizi et al., 2019). For example, a login gate can be used between the client and player when login and encrypting during data communication. Game Gate systems are likely to manipulate the gaming industry's logic and prevent security issues from a software architecture perspective.


Security Implications 
The access of user data stored online by gaming companies requires verification of identity by use of an email or username and password. Any other method used in accessing user data is considered unethical. According to U.S. laws, a data breach is categorized as a criminal offense and is punishable by law (Parizi et al., 2019). There are laws enacted to protect citizens whose computers may be accessed unknowingly and information such as social security numbers, credit card details among other sensitive information sharable online. 
Gaming firms generate revenue through game purchases and in-game purchases. The customers need to provide billing information that must be kept secure from unauthorized third-party access. Every corporation has a privacy policy that assures users of security while interacting with the firm’s merchandise (Parizi et al., 2019). Moreover, there are the terms of use that explicitly state the interaction and use of information shared by the gaming organization. Corporations need to be transparent with their users on how data is stored shared and manipulated. This helps in avoiding any legal implications. 
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